10ZiG Web Console Quick Start Guide

Introduction
Welcome to the 10ZiG Manager Web Console quick start guide. This guide will help you quickly install,
login, create templates, create filtered groups and setup automatic configuration groups.

About

The 10ZiG Web Console provides a secure rich and responsive web interface to the 10ZiG Manager
Server. This web application allows authorized users to control their 10ZiG Thin Clients from any HTML 5
ready browser and is also smartphone / tablet friendly for users on the go. It incorporates secure web
technology (HTTPS) in addition to having session monitoring from all of the connected users. The Web
Console allows user to control many different aspects of their Thin Client such as: System function,
Firmware updating, grouping and Image recovery.
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Installation

To start the installation process, run the 10ZiG Cloud Manager Setup wizard and ensure that the Web
Console checkbox is checked. It is recommended all of the 10ZiG Manager components (Server, Console,
Cloud Connector and Web Console) be installed on the same machine. This helps to prevent
unnecessary installation complexity with the software communication. Please view the installation guide

for further detail.

(" 10ZiG Cloud Manager Setup IEIEIg

(™ 10ZiG Cloud Manager Setup

[= x |

Welcome to the 10ZiG Cloud

Choose Components

Choose which features of 10ZiG Cloud Manager you want to

Manager Setup Wizard install
This wizard will guide you through the installation of 10ZiG Check the companents you want to install and uncheck the components you don't want to
Cloud Manager. install. Click Next to continue.
It is recommended that you dose all other applications
before starting Setup. This will make it possible to update Descrinti
relevant system files without having to reboot your Select components to install: Server escripton
computer. Console
Click Mext to continue. Cloud Connector
Web Consale
Space required: 399.3MB
< Back ][ Next > ] [ Cancel « Back ][ Next > ] [ Cancel

Manager Role Administration

After the installation wizard has completed, open up the 10ZiG Manager Role Administration tool.
Please ensure that the users logging into the Web Console have the correct permissions/access required
for managing thin clients. Please note the difference between local and 10ZiG Manager role privileges.

Administrators Privileges

Privilege Enabled

<]

General access

<]

Query thin client entries

<]

edit thin client

<]

py thin client entry

<]

Delete thin client entry

<]

hin client entry int

<]

e thin client entry from group

<]

Generate thin client reports

EEEE =

w thin c|

<]

tename thin clients

< <|

Enable or disable write filter

Privilege Name
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Logging In
Once the permissions and roles have been set in the 10ZiG Manager Role Administration tool, you will
be able to log into Web Console.

Local Access
Click on the 10ZiG Manager Web Console icon in the start menu folder or on the start screen for
Windows 8/Server 2012 systems.

. 10ZiG Manager
|| 10ZiG Cert Manager
8 107iG Cloud Manager Settings Web Console
. 10ZiG Manager Console
@ 10ZiG Manager Help
. 10ZiG Manager Role Administration
. 10ZiG Manager Service Controller
@ 10ZiG Manager Web Console V\[}_
se 10ZiG Sysloa
 Uninstall 101t Manager Web Lonsg
@ Uninstall 10Zi5 Manager

The Web Console will open up in your default selected browser. Note, if the Cloud Connector is installed
locally, this port will be used by default for accessing the Web Console. Enter in your user name if using
a local account or domain and username for a domain account.

Web COnSOle Menagement | Maintenance | Image Recovery | Summary |  Seftings

e = @ P

Discover  Refresh PowerOn Power Off  Reboot Refrieve Config Send Config | AutoNaming | Logoff User VNC Fullscreen  Logout

Thin Clients Search Ciients x Properties

Name. P Last P Platform Model Version MAC System Drive  RAM EWF Last Respondd

¥ g2 Thin Clients (385)

_ & 10ZiG-9aaades 1721664240 1721664240 NOS 5842qc 1012148 000C29AAADEE 200 GB 1003MB NA 91212017 7:5¢
& 10ZiG-9¢9559¢ 1721664241 1721664241  NOS 58480¢ 10.12.145.8 000C29EQS50C  200GB 1003MB NA 912112017 7:5¢
=4 Thin_Client_Example Unknown 172166514  PKOS 5872 120.116.1c1 00EOC5623068 964 MB 1.95 GB NA 9152017 9:1

Group Details

Name test HE BB showingal 3rows e
Description Task Status Search Tasks x
EIE © ¥ Time Name 3 Job Status Details
IP Filter Disabled 91212017 754:00 AM 102iG-9aaades 1721664240 Apply group auto-config template  Failed Failed to copy configuration files from template ‘NOS_Template_E
MAC Fiter Disabled 92112017 7:54:00 AM 102iG-9aaades 1721664240 Apply group auto-config template  Succeeded ‘Successfully sent configuration to *10ZiG-9azades’

Model Fifter  Disabled 912172017 T54:05 AM 102iG-9e9559¢ 1721664241  Apply group auto-config template  Failed Remate operation failed. (ERROR: Tenzig. Manager. Common.ldL

Name Fifter Enabled SR112017 T:54:05 AM 102iG-9e9559¢ 1721664241 Apply group auto-config template  Succeeded ‘Successiully sent canfiguration to '10ZiG-0e9559c" -
»

Platiorm Fiter Enabled . e

To access the Web Console remotely, enter in the IP address or hostname and the port number in the
navigation bar of the browser. For example, a Web Console is installed on a computer with a hostname
‘10ZiGManagerServer’ and has the Cloud Connector operating on port 443. Simply enter in ‘https://
10ZiGManagerServer/’ in the browser navigation bar for access. Please note that if the Cloud Connector
is on a different port, you will need to enter to specify it in the URL. Example: https://
10ZiGManagerServer:1800/
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Creating Templates

Creating thin client configuration templates is a quick and easy way to setup multiple likeminded units.
To get started, select on a thin client you would like to initially configure and VNC into it. Please ensure
that you are accessing the Web Console through the Cloud Connector to get the VNC functionality.

Select the thin client you would like to configure then right click to access the context menu and select
VNC.

Mame Thin_Clent £
Flatiorm  PKOS

Add scheculed fask: Model 5872

Version 120116501

Edit schaduied task

MAC dcress ODEOC5823058:
1P address 172.16.85.14
1P Endpoint 127.00.4:49733

Using WiebSacket True
Wireless ensbled False

Clent Automatic naming >

Firrmrare updale

Drive capecty 054 ME
Driva fres space (0%)
RAM 186G8
RaMfree 162 GB (83%)

Rgmove from group
Detets

Renape

anded 9114201793

Name Web Testng

Descrotion  Testing Grougs S

Clents 1 ¥ ive Name WP don Status Detaits
P Finer Disavied 9M4201783722AM  MAC DoniRebool 172188514  Rename Succeeded  Successiuly changed compuler name of MAC_Donl_Reboaf Io Thin_Clieni_E}
MACFiter Disabied SMAR017ESTSIAM  MAC DOMUReboot 172166514  Stanshadowngsendces Succsesed Successtul startsd snadowing services on MAC_Dot Reboot.

Model Fifter Dizabied

Mama Fiter Disabied
3

Piatform Fiter Disabied 3

Configure the thin client with the necessary settings...

§ = $

Certificates Dete ICA Java
&Time Gloval Cache

o Q

Flie Manager
system

B o~ B

Sound Touchscreen uss VNG
Configuration Redirection  Shadowing

O B &

Cirrix Display 102ig
XenApp ™
Agent Agent

Settings

<

Desktop
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When finished with the changes, disconnect from the VNC Viewer and reboot the thin client if prompted
to do so. Select the same thin client again, right click and select ‘Generate Template’ from the
‘Configuration’ menu group.

Platform Model

Power on (WOL.

Add scheduled task...
Edit scheduled task. ..
Image management

System

Configuration Retrieve

Client Automatic naming » Send

Firmware update Generate template. __

VNC Apply template...

Move/Copy to group Manage templates. .

Remove from group Reset to Factory Defaults

Delete

Delete

Rename...

Refresh

Properties

A new window will open up and allow you to enter in a template name or select an existing template to
override. For this example, we will be creating a new template named ‘Template_Example’.

EER |

=

Copy Rename Remove Import Export

Select a template to apply.

Mo Templates Found

Template Name: |Temp|ate_ExampIe |
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Press the ‘OK’ button to be present with another dialog asking if you would like to retrieve the current
configuration from the thin client or use the last saved configuration in the manager server. In this
example, we will be retrieving the configuration from the thin client...select ‘Yes'.

1 L
If any configurations have been made directly on the source device,
it's configuration should be retrieved now to ensure the server-stored
configuration is in sync prior to template generation.

Do you wish to retrieve the client's configuration now?

(Choose "Yes" to refrieve the configurafion before proceeding or "No"
to use the current configuration on the server )

S mm

The window will now close and the template generation has started. You can monitor the progress
within the task status panel in the bottom area of the Web Console

Search Tasks. x

¥ Time. Name 1P Job Status Details
91412017 9:53:47 AM Thin_Client_Example 172.16.65.14 Generate configuration t ] o template Template_Example’ from “Thin_
9M14/2017 9:52:36 AM Thin_Client_Example 172.16.65.14 Generate t.. ‘template Template_Example' from "Thin_(
9/14/2017 9:50:08 AM Thin_Client_Example 172.16.65.14 Stop shadowing services  Succeeded Successiully stopped shadowing services on ‘Thin_Client_Example’.
91412017 9:50:03 AM Thin_Client_Example 172.16.65.14 Stop ing services stopped ing services on ‘Thin_Client_Example’.
9/14/2017 9:45:01 AM Thin_Client_Example 172.16.65.14 Start ing services L started iing services on Thin_Client_Example'.
914/2017 9:37:22 AM MAC_Dont_Reboot 172.16.65.14 Rename ‘Succeeded ‘Successfully changed computer name of ‘MAC_Dont_Reboot’ to Thin_Client_E]
9/14/2017 8:51:51 AM MAC_Dont_Reboot 172.16.65.14 Start sefvices started ing services on MAC_Dont_Reboot".

»
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Applying Templates
Select on the desired thin client then right click to open the context menu. Click ‘Apply template...” from
the ‘Configuration’ group.

Power on (WOL

Add scheduled task...
Edit scheduled task...
Image management |

System

Configuration Retrieve

Client Automatic naming Send

Firmware update Generate template. .

VNC Apply template. ..

Move/Copy to group Manage templates...

Remove from group Reset to Factory Defaults

Delete Delete

Rename. ..

Reiresh

Properties

Bl n Tl

A new window will open up showing the currently available templates for that thin client model.

e o A & 1
R 9 J O T

_-'_
Rename  Remove Import

Select a template to apply.

«| Immediately push the configuration to the client

Select the template you have created and press ‘OK’ to continue
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The window will now close and once the unit has received and applied the template from the Manager
Server, the unit will reboot applying the template. You can monitor the progress within the task status
panel in the bottom area of the Web Console.

¥ Time Name 1P Job Status Details

9/14/2017 10:06:51 AM Thin_Client_Example 172.16.65.14 Apply configuration tem... u ded sent to Thin_Client_Example'.
91472017 9:53:47 AM Thin_Client_Example 172.16.65.14 Generate t. ‘template Template_Example’ from "Thin_{
9/14/2017 9:52.36 AM Thin_Client_Example 172.16.65.14 Generate t u ded configuration template Template_Example’ from “Thin_(
9/14/2017 9:50.08 AM Thin_Client_Example 172.16.65.14 Stop ing services stopped iing services on ‘Thin_Client_Example’.

9/14/2017 9:50:03 AM Thin_Client_Example 172.16.65.14 Stop shadowing services U ded stopped iing services on 'Thin_Client_Example'
9/14/2017 9:45:01 AM Thin_Client_Example 172.16.65.14 Start zervices started ing services on ‘Thin_Client_Example'.

9/14/2017 9:37:22 AM MAC_Dont_Reboot 172.1665.14 Rename Succeeded Successfully changed computer name of '"MAC_Dont_Reboot' to Thin_Client_E}
9/14/2017 8:51:51 AM MAC_Dont_Reboot 172.1665.14 Start services started iing services on 'MAC_Dont_Reboot'.

b

When the thin client has finished rebooting, the apply template process is complete.
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Creating Filtered Groups

Creating filtered thin client groups is a great and easy way to organize all of your thin clients into specific
groups for managing. This can be extremely useful in environments with a high client count or in
networks which are spread out over multiple sub networks. To start the filtering process, create a new
group and click on the options button in the lower left hand corner of the new group window. This will
expand out window revealing the group filtering options.

10ZiG-530e557

Mame:

Mew Group
Scheduled tas ’h
10ZiG-54dfaze

SN ARTFNE AN=ERhR

Repopulate. .. Description:

F.efresh Automatic client configuration

Properties

MName:

Description:
Automatic client configuration | Add configuration... || Edit configured client list... |
Selected Template one s
— Filter by Platform — Filter by IP Address —M M B lter by Cloud Agent Registration Code
Automatically populate this group only with thin Automatically populate this group only with thin Autfhatically populate this group with thin
clients that match the specified platform. clients that have an IP address within the clief ; that match the specified registration
specified range. cods).
Edit IP list... | Edit Registration Codes... |
— Filter by MAC Address
o Filter by Model Automatically populate this group with thin

clients that match the specified MAC addresses.
Automatically populate this group with thin P -

clients that match the specified model(s).

Edit MAC list...
Edit model list...

— Filter by Computer Names

— Filter by Version Automatically populate this group with thin
clients that match the specified computer
name(s).

Automatically populate this group with thin
clients that match the specified version(s).

Edit name list...

Edit version list...
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Select the filter you would like to implement, in this example we will be using the IP Address list. Select
on the ‘Edit IP list...” button from the group window. A new filter window will open up allowing you to
add, edit and remove filter rules. Click on the ‘Add’ button in the upper left corner and enter in the IP
address or IP range you would like to use. Note the checkbox next to the filter, when checked it will
include that filter. If it is unchecked, then it will exclude the specified filter.

g
.
Add Remove

Edit

Add, Edit or Select an entry to delete

%% 192.158.13.3-192.158.13.64 L

You can use wildcard characters "7 to match any single character and ™ to
match any number of characters.

Note: The "Include™ checkbox determines if clients matching the pattern are
included,; if unchecked matching clients are excluded.

Lastly, ensure that the filter with the new filer rules is enabled by checking box next to the filter name.

— |+ Filter by IP Address

Automatically populate this group only with thin
clients that have an IP address within the
specified range.

Edit IP list...

You can also edit these filters anytime by selecting on the ‘properties’ in the group context menu.

Delete

Mew

Fepopulate...

Fefresh
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Auto Configuration

Setting up a thin client group to have automatic client configuration is an excellent approach to quickly
configure thin clients. This can be combined together with group filtering for a near seamless approach
to a plug and play thin client deployment. This is because the configured group will automatically push
template configuration(s) to the thin clients in that group. It should be noted that filter by platform must
be enable as well as filtering Linux platforms.

To get started, create a new group or edit an existing group by selecting properties from the context
menu.

Delete

Mew

Fepopulate...

Fefresh

Check the box next to ‘Automatic client configuration’ text, and then click on the ‘Edit configuration...’
button.

Name: |Example Group

Description:

«| Automatic client configuration | Edit configuration... || Edit configured client list... |

Selected Template: NOS_Template_Example selected

Automatically populate this group only with thin
clients that match the specified platform.

Windows & Linux

| Linux 8.x
| Linux 9.x and later

Windows CE

— |« Filter by Platform —

— Filter by Model

Automatically populate this group with thin
clients that match the specified model(s).

Edit model list...

— Filter by Version

Automatically populate this group with thin
clients that match the specified version(s).

Edit version list...

Hide Options
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Filter by IP Address

Automatically populate this group only with thin
clients that have an IP address within the
specified range.

Edit IP list...

Filter by Cloud Agent Registration Code

Automatically populate this group with thin
clients that match the specified registration
code(s).

| Edit Registration Codes... |

— Filter by MAC Address

Automatically populate this group with thin

Edit MAC list...

clients that match the specified MAC addresses.

— |« Filter by Computer Names

Automatically populate this group with thin
clients that match the specified computer
name(z).

Edit name list...
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A new window will appear with a warning specifying that templates will add or override existing
settings. This means that multiple templates can be defined and selected for the group configuration.
For example, one template can be a specific resolution or wallpaper and another can be a Citrix or
VMware configuration. Click ‘OK’ to continue...

Mote: A Template configuration is generated from the base

® configuration of a client plus any explicitly configured
settings. When applying a template, settings will add to or
overwrite existing settings in a merge fashion, therefore,
settings not defined in the template will persist in the
client's configuration..

To completely replace the target client configuration, it is
necessary to reset the client to factory default.

«| Always show this message

The available template will now be shown. If no templates were found, you will need to generate a
template from a thin client. See the ‘Creating Templates’ area of this guide for more information. Select
the template(s) you would like to set for the auto configuration group. And press ‘OK’ to close this
window.

BT
B 9 9|5 3

Rename  Remove Import Export

Select a template to apply.

E' Template_Example

14 10ZiG Technology © 2017 | www.10ZiG.com |USA: (866) 865-5250 / support@10ZiG.com | EMEA: +44(0) 116 2148650 / support@10ZiG.eu



102

15

You will now see the selected template name in the group list or if more than one is selected then you
will see the amount of templates to be applied.

«#| Automatic client configuration | Edit configuration... || Edit configured client list... |

Selected Template: NOS_Template_Example selected

Press ‘OK’ on the group window to save the group. When a thin client get discovered and/or assigned to
the group, the selected configuration will automatically be sent. Existing thin clients in the group prior to
adding the auto configuration will need to be rebooted.

9/21/2017 7-54:09 AM 10ZiG-%9aaaded 172 16.64 240 Apply group auto-config template Succeeded Successfully sent configuration to "10ZiG-9aaade8”

It should be noted that when a thin client receives a configuration template they will reboot to save the
changed. Please make sure this is accounted for when utilizing auto configuration groups.
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