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: 7 Q. PXE Booting BIOS and UEFI Devices Across VLANs

Overview

You have multiple VLANS, and have a mixture of devices with BIOS and UEFI and need to boot
them from the network using PXE from the 10ZiG Manager or a WDS server.

Prerequisites
e The 10ZiG Manager boot server or a Windows Deployment Server.
e A Microsoft DHCP server (does not have to be running on the same server as WDS).

e Have the DHCP server’s IP as a helper address on your network switch for each VLAN
you want to boot.
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Defining DHCP Vendor Classes

Firstly, we need to define the vendor classes for the BIOS PXE Client x86 and the UEFI
PXEClient x64 (10ZiG model 6000 clients). To do this:

1. Go to DHCP, right-click on IPv4.

New Multicast Scope... More Actions »

Configure Fadover...
Repheate Fadover Scopes...

Define User Classes...
Define Vendor Classes... N ]

Reconcie All Scopes...
Set Predefined Options...

Defwne vendor specific option classes L
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2. In the DHCP Vendor Classes window, click Add.

Available classes:

MName | Description

Microsoft Windows 20... Microseft vendorspecific option...

Microsoft Windows 98 ...  Microsoft vendorspecific option...

Microsoft Options Microsoft vendorspecific option...

PColP Endpairt PColP Endpaoirt Rermove

3. For the Name enter PXEClient (UEFI x64).
4. For the Description enter whatever you want.

5. Under the ASCII text enter PXECIient:Arch:00007 (you will not be able to paste this
text, and it’s also case-sensitive.

Digplay name:
|P><Ec|ient {UEFI x64)

Description:
IF‘XEC]iem {UEF x64)

ID: Binary: ASCIL:
gooo 50 58 45 43 6C 69 65 6E PEEClien
ooos 74 3A 41 72 63 B8 3A 30 t:Arch:(
goio 230 30 30 37 ooo7
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6. Click OK to add it to the list.

7. Finally, repeat steps 2 — 6 for PXEClient (BIOS x86 & x64)
with PXEClIient:Arch:00000 (five zero’s) as the ASCII value.

You should now have two additional vendor classes.

DHCP Vendor Classes

Available classes:

Name | Description | d

Microsoft Windows 20...  Microsoft vendorspecific option...
Microsaoft Windows 98 ... Microsoft vendorspecific option...
Microsoft Options Microsoft vendorspecific option...
PCaolP Endpaint PColP Endpaoint

P¥EClient {UEF] x&4) P¥EClient {UEFI x&4)

P¥EClient (BIOSx86 & .. PXEClient (BIO5 =86 & x64)

1§

Close

'
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Creating the DHCP Policies

Now we need to create policies in DHCP so that the correct files are served to the correct clients.
You will need to do this for each DHCP scope that contains potential PXE boot clients.

1. Go to DHCP and expand the scope you wish to create a policy for.

2. Right-click on Policies and choose New Policy.

e DHCP
File Action View Help
é = 8 o u
J DHCP Policy Name Descrgtion Processing ..  Level
2 B Defauht BOOTP Class User class for BOOTP Clients 1 Scope
4 3Pt
. Scope

{4 Address Pool
Address Leases
Reservaticns

Scope Cptions

s Policies
Scope 4 New Pokcy Cg
Scope - ! Activate
Scope
-
§ Server Opt o -
Policies Refresh
b Filters Export List
b bV
Help
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3. Enter 10ZiG PXEClIient (UEFI x64) for the name.

Policy based IP Address and Option Assignment

This feature allows you to dstribute configurable sattings (IP address, DHCP options) to
clents based on cettain condtions {e.g. vendor class, user class. MAC address. etc )

This wizard will guide you setting up a new policy. Provide a name e g. VoIP Phone
m&wl’ﬁcﬂmw fe.9. NTP Server option for VoIP Phones) for your

Pobcy Name: llom PXEChert (UEFI x64)

Description: l

4. Enter a Description or leave it blank. Click Next.
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5. On the Configure Conditions for the policy screen, click Add.

Configure Conditions for the policy

A policy consists of one or more condtions and a set of configuration settings foptions, [P
Address) that are distributed to the clent. The DHCP server defivers these speciic
settings (0 chents that match these condtions

Condtions Operator Value
CAND @ OR | add g | |
| <Back | Cacel |

6. Inthe Add/Edit Condition window, click the Value: drop down menu.

7. Choose the PXEClIient (UEFI x64) vendor class you created earlier.
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8. Tick the Append wildcard(*) check box and then click Add and then Ok.

Add/Edit Condition [ I
Specy a condition foe the policy being corfigured. Selact 3 critenia, operator
and values for the condtion
Crtens l‘-'endcrOass L]
Operator: |Equals )
Valuels)
Value: [PXECient (UEFI x64) -l Add 1
WV Append widcerd()
[ o ] cace |

9. On the Configure Conditions for the policy screen, click Add again.

10. From the Criteria: drop down menu, choose MAC Address in order to specify a
wildcard match for 10ZiG thin client MAC addresses.
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11. Enter “00e0c5”, tick the Append wildcard(¥*) check box, and then click Add and finally
Ok.

Add/Edit Condition [ |

Specty a condition for the policy being corfigured. Selact a crtena, operator
and values for the condtion

Creda: | MAC Address |
Operator: |Equals -l

Valuesin hex)

Valve: [00EOCS Add [\
(Cpmeres)

IV Append widcard(?)

| __Cood |

12. The Configure Conditions for the policy screen should appear as pictured below. Make
sure the AND radio button is ticked and then click Next to proceed

DHCP Policy Configuration Wizard

Configure Conditions for the policy 1& ~

A policy consists of one or more conditions and a set of corfiguration settings (options, IP
Address)that are distributed to the client. The DHCP server delivers these specific
settings to clients that match these conditions.

Conditions Operator Value

Vendor Class Equals PXECliert {UEFI x64)"

MAC Address Equals 00EDCS*

+ AND " OR Add... | Edit... | Remave |
<Back || Neds[s] | Cancel
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13. On the Configure settings for the policy screen, click No for the Do you want to
configure an IP address range for the policy. Click Next.

DHCP Policy Configuration Wizard
Configure settings for the policy P
¥ the condtns spected nthe polcy match a chert request the setings wil be 'Q;l'
aophed

A scope can be subdvided into muttiple [P address ranges. Chents that match the conditions
defined in a policy will be issued an IP Address from the specied range

Conrfigure the stat and end IP address for the range. The stant and end IP addresses for the
range must be within the stat and end IP addresses of the scope

The curent scope IP addmss range s 17216628 - 172166 254

¥ an IP address range is not corfigured for the policy, policy clerts will be issued an IP
oddress from the scope range

Do you wart 1o configure an |P address range for the policy C Yes & Nol

—
—

[ cBack >7l\m>t*_} | Cancel

14. On the Configure settings for the policy screen, search for options 066 and 067.

15. Tick option 066 and enter either the FQDN or the IP address of the 10ZiG Manager
server or WDS server if using WDS for PXE booting.

16. Tick option 067 and enter just pxelinux.efi if you will be using the 10ZiG Manager’s
boot server or boot\x64uefi\pxelinux.efi for x64 UEFI boot file on WDS. Click Next.

DHCP Policy Configuration Wizaed
Corfigure scttings lor the policy
1 e ondiars specfied In B pekcy manch & chert mauesl B setngs ol be
accked
\vendr clawe P Srdes Optars .
Avwiatim Cgpara Dewongpon
52 006 Boct Server Mot Nare TFTP Boct serew host rame
2 067 Boatie Nawe Bt Ve
) 062 Mobin ¥ ome Acers Motde ¥ homw acerts in oot
- ,
Dats ey
vg v
Lo “l
Back. Neat 'Lq Corcel
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Please Note: If using WDS and the WDS services are on the same machine as the DHCP
server, you will need to set option 060. This is unnecessary if using the 10ZiG Manager’s
boot server or WDS services reside on a different server than DHCP.

17. If applicable, Tick option 060 and enter PXEClient.

18. On the Summary screen, if all the details are correct, click Finish.

DHCP Policy Configuration Wizard
Summary
Q
Anew IP address and option assigrment policy wil be created weth the followang
Nome 102G PXEQient (UEFE4)
Descaption
Condtions: AND of
Operator Viakue
Verdor Class Equals PXECient (UEFI x84)°
MAC Address Equals 00EOCS®
Settings
Option Name Vendor Class Value
Boot Server Host Name 172168138
Bootfle Name pooelrus of
[ <Back || Frwn [} Cancel |
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19. Finally, repeat steps 2 — 14 once again for PXECIient (BIOS x86 & x64)
with pxelinux.0 as option 067 if using the 10ZiG Manager’s boot server or
boot\x64uefi\pxelinux.0 if using WDS and leave option 060 empty.

Summary
) jl,
Anew IP address and option assignment policy will be created with the followng
Nare 102G PXEChenrt (BIOS x85 4 x54)
Descaption
Condtions:  AND of
Condtions Operator Valoe
Vendor Class Equals PXEChert (BIOS x86 8 x64) *
MAC Address Equals 00EQCS®
Settings
Option Name Vender Class Value
Boot Server Host Name 172168138
Bootfle Nome podrux 0
<Back || Fosh | [ Cance |

20. Lastly, verify that the policies for the scope have been activated. If not activated, right-
click on the Policies and select Activate. The policies should take effect and properly
dish out the correct options with the appropriate filtering.

k)
File Action View Help

% 2m c| Him

iHCP Policy Name De:
) 8 ./ Default BOOTP Class Use
| B P 1/ 10ZiG PXEClient (UEFbb4)
4 7] Scope [ 10Z:G PXEChient (BIOS x85 & x64)
{3 Address Pool
& Address Lesses
b s Reservations
Scope Options
/s Policies
b Scope New Policy...
b .1 Scope Activate L?
b Scope :
j Server Opt e ¢
2. Policies Refresh
b O Filters Export List...
B IV Help
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Repeat the above for each VLAN you wish to PXE boot from.

Now in DHCP, if you expand the Scope Options folder you should see the new options you just
created and under policy name should be the names of the policies you just created. You should
be able to boot both a UEFI and BIOS devices from the network.

14 10ziG Technology | US P: (866) 865-5250 E: info@10ZiG.com | EMEA P: +44 (0) 116 214 8650 E: info@10ZiG.eu



1 : 7 Q. PXE Booting BIOS and UEFI Devices Across VLANs

Setting up WDS for PXE booting 10ZiG Recovery Image

You will need copy the PXE boot files from the 10ZiG Manager’s installation path to the
appropriate boot architecture folder on the WDS server.

1. Locate the TFTPRoot subfolder in the 10ZiG Manager installation path. This is
typically C:\Program Files (x86)\10ZiG\10ZiG Manager\TFTPRoot.

2. Copy all the contents of the TFTPRoot subfolder including the pxelinux.cfg folder to the
WDS boot folder for the x64uefi architecture. In a stock vanilla WDS setup, this path
could be C:\Remote Install\Boot\x64uefi.
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3. Inthe ..\Boot\x64uefi\pxelinux.cfg path, we need to delete the default file and rename
the recovery.cfg to default.

. [ Ve

0D o
L o
¢ * Thas el Dvid Fomatowator Potr » ol freionm 7y v £
# Ok scomn Delete this fie
Gl o 0 2
B Dontcp
recovery oy

‘ Dowmioe ~.

Dot prrars [ Rename this e

1o “delpult™

- Putun

[ L ]
J Y
J C Onpeen
W Desnrcy

Do umenesy
‘ 4 s
N Muse
- Mien
B e
- Lo Dak 10)
D Nectaont

o R ¥ -

Please note, if DHCP is installed on the same server as WDS, you will need to check both the
Do not listen on DHCP ports and Configure DHCP options to indicate that this is also a
PXE server options.
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