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1. About This Document

In this document we’ll give you an overview of how to customize your Windows 10
loT LTSC 2021 device. We’'ll show you how to install the applications that you
specifically need to meet your own organization’s infrastructure requirements.

It will walk you through installing 3 VDI/DaaS client applications, Citrix Workspace
App, VMware Horizon Client, and Microsoft's Remote Desktop Client.

We’'ll point you in the direction of sites to visit, so you can download the latest client
apps mentioned above and show you how to install them locally on your thin client
devices.

We’'ll take you on a tour of 10ZiG Manager’s built in “Package Manager” and show
you how to custom build your favorite VDI/DaaS client into an installer package,
ready for deployment to your 10ZiG Windows 10 loT LTSC 2021 device.

We’'ll also give you examples of deployment options for each package and explain
the use case for each option, so you have several methods at your disposal,
especially if there’s one that benefits you specifically.
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2. Changes to the 10ZiG Windows 10 loT Standard Software Stack

Traditionally, the standard 10ZiG Windows 10 build came with a set of popular
VDI/DaaS clients pre-installed. It was recognised that a better approach would be to
give customers the ability to configure the units to their own specific business needs.

This would mean if a customer only had requirements for its thin clients to

access a specific VDI/DaaS environment, let’s say for example VMware Horizon
desktops, then they would simply install the VMware Horizon client on their 10ZiG
devices. This would mean that in future they would only need to be concerned with
keeping that VDI/DaasS client up to date.

Taking this approach to build management, frees up the space overhead normally
taken by pre-installed surplus clients, application software that your organization
never had use for in the beginning.

NOTE:

e The VDI/DaaS client download locations mentioned in this document may be

subject to change, as the client vendor updates their site content from time to
time.

e This document specifically covers Citrix Workspace App (Citrix), Remote
Desktop Client (Microsoft), VMware Horizon Client (VMware Horizon). For
other VDI/DaaS solutions please seek vendor documentation or discuss your

requirements with 10ZiG Technical Support. Click this contact link for further
information.

e Microsoft's Remote Desktop Services (RDS) client is integrated into Windows
10 loT by default and can be launched from the Windows “Start menu”, by
clicking “Run” and then typing mstsc and enter or navigating to
C:\Windows\System32\mstsc.exe.

Run >
Type the name of a program, folder, document or Internet
resource, and Windows will open it for vo
Open: | & Remote Desktop Connection
& This task will be created Remote Desktop
“¢ Connection
[ A

I}, Computer: | 102G-DESKTOFI

Usemame:  None specified

You will be asked for credentials when you connect 9

»  Show Options Connect Help

{E  All Programs
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3. Where to find your VDI/DaaS client installers

We mentioned, at the start of this guide, that we’'d be focusing on installing 3
VDI/DaaS clients, Citrix Workspace App, VMware Horizon Client, and Microsoft's
Remote Desktop client, used for AVD(Azure Virtual Desktop) and Windows 365
Cloud PC.

You can normally find the client installer on the vendor’s website under a downloads
section, we’ve also included a list of the VDI/DaaS client installer locations below.

Citrix Workspace-App

https://www.citrix.com/downloads/workspace-app/

Citrix Workspace App

N Subscribe to RSS notifications of new downloads

End-user adoption resources

Get your team up and running fast with these Citrix Workspace App end-user adoption
resources.

View resources —»

Mote: If you are an end user/non-administrator we recommend that you contact your system administrator or IT help desk. They have
the setup information required and your company may also have specific version requirements.

~ Workspace app for Windows

~ Workspace app for Windows Current Release

Citrix Workspace app 2210.5 for Windows

~ Workspace app for Windows Long Term Service Release

-~ Earlier Versions of Workspace app for Windows-LTSR

Citrix Workspace app 19.12.7000 for Windows, LTSR Cumulative Update 7
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VMware Horizon Client

https://customerconnect.vmware.com/en/downloads/#all products

Inside the search box, type in VMware Horizon Client for Windows and click the
magnifying glass to find your required client for download.

Home Downloads
All Downloads

vmware horizon client for windows Q

Home / Search VMware Download

Search VMware Download

SEARCH
Search VMware Downloads Al Downloads vmware horizon client for windows -
Sort By Red

Refine Search Results

Release Date

Microsoft Remote Desktop Client

https://learn.microsoft.com/en-us/azure/virtual-desktop/users/connect-windows

Prerequisites

SNé Filter by title . i
‘ 2 Before you can access your resources, you'll need to meet the prerequisites:

Azure Virtual Desktop for users
* Internet access.

v Overview
Remote Desktop clients overview e A device running one of the following supported versions of Windows:

5 .
» What's new for Remote Desktop clients Windows 11

) Windows 11 loT Enterprise
Y Concepts Windows 10
~ How-to guides Windows 10 |oT Enterprise
~ Connect to Azure Virtual Desktop Windows 7

Windows Desktop client Windows Server 2019
Windows Server 2016

Windows Server 2012 R2

Web client

o ¢ ¢ 0 60 0 o

macOS client
105/1PadOS client * Download the Remote Desktop client installer, choosing the correct version for your device:
Android/Chrome OS client o Windows 64-bite (most common) s

Windows Microsoft Store client © Windows 32-bite .

=} i WS Ofr e
Thin clients Windows on Arm
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Installing the VDI/DaaS clients locally on the Windows 10 loT LTSC 2021
device

In this section, we’re going to show you how to download your VDI/DaasS clients
locally and then install them from the command line, on the physical 10ZiG endpoint.

Then we’'ll talk you through a few examples of command line options that you have
available when installing them and later on, we’ll show you how to carry out the
same installations using the “10ZiG Manager” to package and deploy your VDI/DaaS
clients.

Optionally, you can always just run the installers from the command line without any
options and also double-click install it from within an explorer window like below, and
you’ll be met with a familiar installer dialog box.

4 g Manage Downloads - o X
B e e e seerons o

t & » ThisPC > Downloads

# Quick access
[ Desktop
4 Downloads

Documents

= Pictures

B This PC

J 3D Objects
B Desktop

= Documents
& Downloads
D Music

& Pictures
B videos

i Local Disk (C:)

@ Network

D Citrix Workspace

Welcome to Citrix Workspace

Citrix Workspace app installs software that allows access to
virtual applications that your organization provides,
including software that allows access to the applications
that use your browser

Workspace - Allow applications access to your webcam and
microphone.
- Allow applications to use your location.
- Allow access to local applications authorized by your
company.
- Save your credential to sign in automatically.

Chick Start to set up and install Citrix Workspace app on
your computer

" start h Cancel
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One thing to note is that if you're downloading and installing your clients locally, then
these will be held in the folder “C:\Users\username\Downloads”, where “username’
is the name of the logged on user that is downloading the content. In our examples,
this location will be “C:\Users\Administrator\Downloads”.

4.1Locally Installing the Citrix Workspace-App on your Windows 10 loT LTSC
2021 device

If you click the download link on the Citrix client download page, you'll see the client
installer being saved to your user’s download folder, as we mentioned above.

Downloads P oQ e £

Navigating to your “Downloads” folder via the CMD window

Once this is complete, open a DOS CMD window from the “Start Menu”, by clicking
“‘Run” g and typing in CMD and pressing enter or clicking “OK”.

Type the name of a program, folder, document or Intermet
resource, and Windows will open it for you

Open: m

& This task will be created with administrative priv ileges.
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Once inside the window, you’ll normally see the user’'s command prompt

“C:\Users\YourUsername”, as we mentioned. We’re logged in as “Administrator” so
our prompt is “C:\Users\Administrator”.

We need to change directory to a subfolder below this named “Downloads” so inside
the command window, we type in cd downloads and press enter . You should
see the command prompt now change to C:\Users\Administrator\Downloads as
shown below :-

If we type in dir and press enter,@ you can see the recently downloaded file in
there. If you type the installer filename, followed by a forward slash, question mark
and press enter , then you’ll be shown a help screen with some of the options or
switches that you can apply during the installation process.

BN Administrator: C\Windows\system32\cmd.exe
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One example of command line options was to run the installer silently e with the
command line CitrixWorkspaceApp.exe /silent. You would most likely want to use
this method when installing the client remotely with your “10ZiG Manager” installer
package.

Enabling/Disabling Auto Update of your Citrix Client

Another option when you install the client, is to prevent auto updates happening for
the client on your Windows 10 loT LTSC 2021 devices. This would be useful if
your device image was tried and tested and you had a strict requirement to keep
your estate on the same level of VDI/DaaS software, until you decided to update it,
following rigorous testing of any new client software release. So, the command line
for this would be CitrixWorkspaceApp.exe /AutoUpdateCheck=manuaIQ.Note,
that leaving this option out of your installer command would mean that the client
would periodically check for any new updates.

Installing the Citrix client Interactively

We are going to install this Citrix client interactively, without an AutoUpdateCheck,
SO you can see what happens during the whole process. Remember, when we do
this with “10ZiG Manager” we’ll hide the installation process from our users, so as
not to interfere with their normal day to day operation.

You'll see the installer dialog appear, so click Start to continue @ accept the
license agreement, and then click Next.

Citrix Workspace @ Citrix Workspace

License Agreement
Welcome to Citrix Workspace

You must accept the license agreement below to proceed
Citrix Workspace app installs software that allows access to 4 9 2

virtual applications that your organization provides,
including software that allows access to the applications
that use your browser.

[CTTRIX LICENSE AGREEMENT

Use of thus component is subject to the Citsix hcense or terms of service
Workspace - Allow applications access to your webcam and covenng the Citns product(s) and or service(s) with which you will be using
microphone. this component. This component is licensed for use only with such Citrix
- Allow applications to use your location. product(s) and or service(s)
- Allow access to local applications authorized by your B
company.
- Save your credential to sign in automatically.

CTX_code EP_R_A10352779

Click Start to set up and install Citrix Workspace app on

your computer.
citnx
1 accept the license agreement

;I‘:‘Irt % prsee | Cancel
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If you wish to prevent any screen captures of the app in future and also keylogging
malware from attacking the client, then tick the “Enable app protection” box and then
click Install as shown below.@

® Citrix Workspace @ Citrix Workspace

Installing Citrix Workspace app...

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

[ Enable app protection

Warning: You cannot disable this feature after you enable it. To
disable it, you must uninstall Citrix Workspace app.
For more information, contadt your system administrator.

®

Install

The client install will commence@ and then you’ll see the “Installation successful”
message, so just click on the Finish button.

® Citrin Workspace

cifrix

%/ Installation successful

If you received instructions to set up Citrix Workspace app
with your email or a server address, dick Add Account.
Otherwise, click Finish, and you can set up an account later,

14

Add Account Finish %
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If we click on the “Start Menu” again
installed successfully, and clicking on it will launch the Citrix Workspace App.

10ZiG Lock or Unlocks User Utility

& Citrix Workspace

" Microsoft Edge *
{3 Settings
B 10ZiG XTC Agent
I AMD Radeon Software
I Azure Virtual Desktop
B BOSaNOVA XTC
. Classic Shell
[l Serial or Parallel Foot
l Start-up
l Teradici Client
B ThinClientUser
B Tightvne
B VDI Clients
. VMware Horizon View
B Windows Accessories
l Windows Administrative Tools
l Windows Ease of Access
B Windows PowerShell
l Windows System
B Apps

This PC

Network

Control Panel

PC settings
Administrative Tools
Devices and Printers

Run...

15

Shut Down »

, you can see that the app has been

Welcome to Citrix Workspace
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4.2 ocally Installing the VMware Horizon client on your Windows 10 loT LTSC
2021 device

If you click the download link on the VMware Horizon client download page,e and
then “Download Now”,e you’ll see the client installer being saved to your user’'s
download folder.

Product Downloads

Product Release Date
v VMware Horizon Client for Windows
VMware Horizon Client for Windows 2022-03-10 soT0 DQW,N\OA@

Home / VMware Horizon Client for Windows.

Download Product e

Product Downloads

File information

VMware Horizon Client for Windows:
o=

Navigating to your “Downloads” folder via the CMD window

Once this is complete, open a DOS CMD window from the “Start Menu”, by clicking
“Run”g and typing in CMD and pressing enter or clicking “OK”.

Type the name of a program, folder, document or Internet
resource, and Windows will open it for you.

G This task will be created with administrative privileges.

= All Programs

3050 E:
info@10ZiG.eu
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B Administrator: C\Windows\system32\cmd.exe

Once inside the window, you’ll normally see the user’'s command prompt
“C:\Users\YourUsername”, as we mentioned. We’re logged in as “Administrator” so
our prompt is “C:\Users\Administrator”.

We need to change directory to a subfolder below this named “Downloads” so inside
the command window, we type in cd downloads and press enter . You should
see the command prompt now change to C:\Users\Administrator\Downloads as
shown below :-

If we type in dir and press enter,@ you can see the recently downloaded file in
there. If you type the installer filename, followed by a forward slash, question mark
and press enter , then you’ll be shown a help screen with some of the options or
switches that you can apply during the installation process.
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(1) Usage:
' <installer> [Commands] [Property]= <value> [Property]=<value> .

Commands:

11 /help Show this dialog

silent Run in silent mode (no UI) M

install Install the application

funinstall Uninstall the apphcation

[repair Repair the application

[morestart Suppress system reboot {if any)

x fextract Extract installer packages into the %TEMP% directory

Nl log Specify the naming convention of the installation logs

Properties:

INSTALLDIR Installation Directory

VDM_IP_PROTOCOL_USAGE Specifies the desired IP protocol connections should
use, Set to “IPvd”, "IPvG" or “Dual” "IPvd” is the
default).

VDM_FIPS_ENABLED Specifies whether or not to install with FIPS
Compliant Cryptography. Set to "1" (enable) or
"0" (disable) ("0" by default)

VDM_SERVER Default Horizon Connection Server IP/URL (empty by
default)

LOGINASCURRENTUSER_DISPLAY Show "Login in as current user” in option menu. Set

0" (disable) (0" by default).
"Login in as current user.” Set
disable) ("0" by default)

to 17 (enable)
LOGINASCURRENTUSER_DEFAULT Set default beh,
to "1 (enable} or "0

ADDLOCAL Choose optional client features to install: "USB"
"TS50" (both installed by default).
INSTALL_32BITRMKS Set to *1" to install 32-bit Core Remote Experience or

to "0" to install 64-bit Core Remote Expenence on 64-
bit machines ("0" by default).

INSTALL_SFB Set to "1” to install VMware Honzon Virtualization
Pack for Skype for Business or set to "0" to not install
this feature (*1° by default)

INSTALL_HTMLSMMR Set to "1" to install HTMLS Multimedia Redirection
and Browser Redirection Support or set to "0” to not
install these features ("1 by default).

INSTALL_TEAMS_REDIRECTION Set to "1 to enable Media Optimization for Microsoft
Teams or set to “0° to disable Media Optimization

(1" by default).
AUTO_UPDATE_ENABLED Set to "1” to enable client auto update feature, or set
to "0" to disable this feature ("1* by defauit)

Installing the VMware Horizon client silently

One example of command line options was to run the installer silently gwith the
command line VMware-Horizon-Client-5.5.4-19469119.exe /silent. You would most
likely want to use this method when installing the client remotely with your “10ZiG
Manager” installer package. Please note that the installer “.exe” above is version
specific and you'll need to tailor it to suit your particular installer product.

Enabling/Disabling Auto Update of your Horizon client

Another option when you install the client, is to prevent auto updates happening for
the client on your Windows 10 loT LTSC 2021 devices. This would be useful if
your device image was tried and tested and you had a strict requirement to keep
your estate on the same level of VDI/DaaS software, until you decided to update it,
following rigorous testing of any new client software release. So, the command line
for this would be VMware-Horizon-Client-5.5.4-19469119.exe
AUTO_UPDATE_ENABLED=0 Note, that leaving this option out of your installer
command would mean that the client would periodically check for any new updates.
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Installing the VMware Horizon client Interactively

We are going to install this VMWare Horizon client interactively without an Auto
Update and without the silent option, so you can see what happens during the whole
process. Remember, when we do this with “10ZiG Manager” we’ll hide the
installation process from our users, so as not to interfere with their normal day to day
operation.

You'll see the installer dialog appear, so click Agree & Install @to accept the
license agreement and begin the installation.@

VMware Horizon @ @

You must agree to the and before you can install the product

Installing VMware Horizon Client

A few minutes later, you’ll see the installation success message appear, click Finish
and then click the Restart Now button and wait for your client to boot back up
again.

@ & You must restart your system for the @
(

¥ ) configuration changes made to VMware
"~ Horizon Client to take effect
J
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If we click on the “Start Menu” @ you can see that the app has been installed
successfully and clicking on it will launch the VMware Horizon client.

10ZiG Lock or Unlocks User Utility 7 VMware Horizon Client s ] X
¥ Microsoft Edge
& Settings New Server =

& VMware Horizon Client *
B 10ZiG XTC Agent s P
B AMD Radeon Software Network

I Asure Virtual Desktop —+
B BOsaNOvA XTC Control Panel
l Classic Shell

. Serial or Parallel Foot
. Start-up Administrative Tools
B Teradici Client
B ThinClientUser
B TightvNC Run..
I VDI Clients

l VMware Horizon View

l Windows Accessones

l Windows Administrative Tools

[ Windows Ease of Access

l Windows PowerShell

W Windows System

B Apps

PC settings

Add Server

Devices and Printers

16

Shut Down
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4.3Locally Installing the Remote Desktop Client on your Windows 10 loT LTSC
2021 device

This client is used for connections to AVD (Azure Virtual Desktop) and Windows 365
Cloud PC environments.

If you click the download link on the Remote Desktop Client download page,
you’ll see the client installer being saved to your user’s download folder.e

=) e o - 8 x
<« G| microsoftcom oS O & -
. Downloads B Q- £ EY
Prerequisites T
Before you can access your resources, you'll need to meet the prerequisites
»
= one of the following supported versions of Windows:
9
[N a
it

Windows Desktop client

op client installer, choosing the correct version for your device:
.

Navigating to your “Downloads” folder via the CMD window

Once this is complete, open a DOS CMD window from the “Start Menu”, by clicking
“Run”e and typing in CMD and pressing enter or clicking “OK”.O

Type the name of a program, folder, document or Internet
respurce, and Windows will open it for you.

Opern: m

G This task will be created with administrative privileges.

= All Programs
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Once inside the window, you’ll normally see the user’'s command prompt
“C:\Users\YourUsername”, as we mentioned. We’re logged in as “Administrator” so
our prompt is “C:\Users\Administrator”.

We need to change directory to a subfolder below this named “Downloads” so inside
the command window, we type in cd downloads and press entere. You should
see the command prompt now change to C:\Users\Administrator\Downloads as
shown below :-

B8 Administrator: C\Windows\system32\cmd.exe

If we type in dir and press enterg, you can see the recently downloaded file in
there. If you type the installer filename, followed by a forward slash, question mark
and press enter , then you’ll be shown a help screen with some of the options or
switches that you can apply during the installation process.

B Administrator: C:\Windows\system32\cmd.exe
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Windows Installer X

Windows © Installer V' 5.0.19041 1 P
msiexec /Option <Required Parameter> [Optional Parameter]

instal Options

package <Product msi
installs or configures a product
‘a <Product msi
Administrative install - installs a product on the network
jeulm> <Product msi> [4 <Transform List>] [/g <Language 1D>]
Advertises a product - m to all users, uto cument user

unr

N0 user interaction
passive

Unattended mode - progress bar only
ainbif]

Sets user inteface level

Installing the Remote Desktop Client silently

One example of command line options was to run the installer silentlygwith the
command line RemoteDesktop 1.2.3577.0_x64.msi /quiet. You would most likely
want to use this method when installing the client remotely with your “10ZiG
Manager” installer package.

Enable/Disable Auto Update of your Remote Desktop Client

The Remote Desktop Client will periodically check to see if there is an update
available and give your users the option to update it or not and won'’t force an
update. So best practice would be to advise your users in accordance with your
company policy.

Installing the Remote Desktop Client Interactively

We are going to install this Remote Desktop Client interactively without the quiet
option , SO you can see what happens during the whole process. Remember,
when we do this with “10ZiG Manager” we’ll hide the installation process from our
users, so as not to interfere with their normal day to day operation.
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You'll see the Welcome setup wizard, click Next @ and then tick the accept the
license agreement message and click Next. @

Select “Install for all users” on the “Installation Scope” screen and click Install. @

5 Remote Desktop Setup 18! Remote Desktop Setup == %
End-User License Agreement Installation Scope

Welcome to the Remote Desktop Setup Please read the folowing lcense agreement carefuly Choose the installation scope and foider

Wizard

#5 Remote Desktop Setup -

~ O Install just for you (Administrator)
MICROSOFT SOFTWARE LICENSE TERMS Remote Desktop will be instaled in a per-user folder and be avalabie just for your

The Setup Wizard vell install Remote Deskiop on your user account. You do not need local Adminstrator privileges.
computer. Cick Next to contue or Cancel to exit the Setup MICROSOFT REMOTE DESKTOP

Viizar
(® Install for all users of this machine
These license terms are an agreement between you and Microsoft :x’:‘im":‘:;wg”"d "“‘T:f'”‘;‘f‘"’ NS w o e S
\Corporation (or one of its affiliates). They apply to the software named
labove and any Microsoft services or software updates (except to the ™

[£]1 accept the terms in the License Agreement

Cancel Back ﬂ Cancel Back instal Cancel

Once the wizard has completed, click Finish and the Remote Desktop Client

will launch. @

38 Remote Desktop Setup

- X D Remote Desktop

Sett Tk
Completed the Remote Desktop Setup Sisenngs @
Wizard
Let’s get started

Chck the Finish button to exit the Setup Wizard. y ’ "
ess managed apps and desktops provided b

Privacy setting G
R
[ Launch Remote Desktop when setup exits. @

[ ]
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Installing the VDI/DaaS clients remotely, via the 10ZiG Manager

In this section, we’re going to show you how to create Windows 10 IoT LTSC 2021
installation packages for your VDI/DaaS clients and then install them remotely, all
via the 10ZiG Manager.

During the local installation process in the previous section, we showed you some
command line options that you might want to use in order to deploy to your clients in
a “silent” or “quiet” manner. This would then remove the need for your users to
interact with the installation process and is useful for both out of business hours
deployment and also if you need to force an update.

How to launch 10ZiG Manager’s Package Manager

Inside the 10ZiG Manager, if you click on the “Timer” g icon on the menu bar, the
packer manager will open up and you'll be presented with the “Manage Windows
Client Updates” screen as belowe -

10ZiG Manager Console o a x

& Search (0) O bare MAC Platform Model Vession  Template Templa.. System Drive  RAM Last Respended
Vianage Windows update packages

n Clients (1) a T
..’ Linus DE"@ -y DESKTOP- 5QEKIQN OCEOCS2B19E4  WIN 10 (x64) 60100 21016 2004GE  3TIGB 08/11/2022 10:23:41

Manage Windows Client Updates
File
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5.1Building the Citrix Workspace App installer

Inside the package manager, we need to click the “New Update Settings” icon and
we’ll be presented with the “Add Update” screen, where we need to click Next.

Then we need to create a name for our installer package, we're calling this
something meaningful and using Citrix-Workspace-App-Win10-Installer. We click
Next to continue.

On the next screen, we click the 3 dotso next to the “Update File” field and
browse to our installer location, this will probably be in your local downloads folder

as shown here.o

Add Update Add Update * Add Update
Windows Client Update Windows Client Update 9 Windows Client Update

Configure a new Windows cient update job. Specty a name for the update configuration. Specty the updale installer fle and /or command line options.

Thiz wizard wil guide you through the creation of a new Wilndows clent Update File:
update job ]

Cliert update jobs provide a remate execuion system lo launch a varisty Update Name: Command Line Parameters:
of Ingtallabon ‘uninetallation tasks with optional command Ina parameters. - .
|Can Workspace- Aop-Win1 -atalled

Supported irstaler packages incuide D T R e )
 Executables [*bat, * ave) fote: An update name cannat contan any of the following charactens 1 Copy end exscule from locel lerup felder
- Microsoft Packages (".cab, "mal. “meu)
- PowerShel Serpts (" pal) £ Wait for process to complete before refuming

- Rlasg 1
.VE:;;??;} reg) [ Reboot cient after execution

ta > || canca Nant:-pr\; Cancsl

Select Update File x
- « 4 o > ThisPC > Dewnloads v B Search Downloads o
Organize = Mews folder = . [ 0
/ av |

# Quick access Today (4]

A Desktop .

4 Downloads

=| Documents + Citro'Works

=| Documen s

= Pictures * xe

e Windows (C:) ,- o

# v
File name:  CitrixWorkspacehppoece v| Update Files (".bat;".cab;” g™ ~

Open [ Cancel

Select the VDI/DaaS application installer and click Open.
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When we return to the installer file screen, we can now enter any command line
parameters that we would like to use during the installation on the Windows 10 loT
LTSC 2021 thin client. This is typically the installer name that we just selected from
the downloads folder, but we can use the name <update_file> if we wish.

Using the name <update_file>, is useful when you want to copy and install the
application to the local temp folder, as an option “tick box” below. This will copy the
VDI/DaaS installer to the “C:\Windows\Temp” folder in a new subfolder, created by
the Windows 10 OS. This VDI/DaasS installer will then be run from there.

In our example, we are going to set this to be the name <update_file> and also add
an additional /silent option, so that the deployment package will not interact with our
user when it is being installed. Once we're happy, we click Next

We're asked who we want to run the installer as, so we keep it “As Local system
account and click Nexte.

We’re now asked about write protection options. If we have UWF, Unified Write Filter
enabled on the devices, then we would tick these boxes, but we don’t, so we click
Nexte .

Add Updste Add Updlate Add Update

Windows Client Update Update Execution Context Write Protection
Specfy the Lpdate installer fle and.or command line options. Specty whether the update nne as the local eystem account or a user. Specfy the epticns for wilte protection If enabled

Update Fle. Update Execition Level

. UWE R
C\Users'jasort Downloads \Cirix Work spece App exe " As local system account B R A e N

[ Enable EWF/LUWF after mxecutuion (FRequines reboot )

Command Line Parameters:
<update_fle> /alere| | EWF Options [Dnly applies to Windawa 7 and prior)

[ Copy and execute from local temp folder [ Commit EWF after execution
[ Watt for praceas to complete befare retuming [C] Rabaot to flush EWF porta execution

] Rebost cient atter execution

<< Back Nt 5> [! Cancel
A

On the final creation screen, we click Finisho and our package will be created
and displayed in the package Iist.g

Manage Windaws Client Updates

Add Update

Windows Client Update

Firigh

Click the “Finish” button to continue and save the new update

corfiguration to the database.

8

Citrix-Workspace-App-Win10-Installer
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5.1.1 Deploying and installing the Citrix Workspace App via 10ZiG Manager

Inside 10ZiG Manager, we need to right-click on the client that we wish to deploy to,
select Windows client administration, Updates and then Execute update

RAM Last Responded

Templa.. System Drive

Platform Model Version  Temnplate

HNMGE 3TGB 0771172022 17:20:30

LR 10 (x64) 60100

Power on [WOL)

Take o
Add 5
Edit scheduled task...

duled task..

Wirite Protection »

Image management »

System 3

Windows client administration b | Local password..

Configuration * Autalogon settings...

Client Auternatic naming v [ Updates. v Manage updates...
TC Agent update 4 WMNC prompt on connect Execute update...
he Connect using RDP...

Generate report .. Processes

Delete System drive

Rename...

Refrech

Reregister

Properties

Next, we highlight the client in the list and click OK.o

We’re now asked to confirm that we want to run the update, so we click OK.o

Select the Update to Execute

ol |Lg|Ld Ld

U Ctruc Workapace-fipo-Win 10-instaler

Confirm Update Execution

Are you sure you want to run the update
Citrix-\Waorkspace-App-Win10installer on
DESKTOP-5QEKION'T

o Cancel
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In the “Thin Client Jobs” window, you'll see that the update is running on the client. g

102iG Manager Cansole

Help
THmsl@O
S Search (D) U Name N Dlatform Model Vession  Template Templa.. SystemDrive  RAM Last Responded
= W¥ Thin Clients 1) Online
& Linux Devices (0) SKT0P- DOEOCSZBISEA  WIN10[x64)  E010Q 20468 17168 07/11/2022 17:20:30

Harme b Staus Detaits
11/7/2022 522:22 PV DESKTOP-SQEKIGN Execute Windows client upaste [N Running update ‘Cltrix-Warkspace-App-Win10-instafler’ on ‘DESKTOP-5CEKICH -

Thin Clierts _Fnage Recavery

Ui Meme aC Platform Model Version  Template Templa... System Drive Last Responded
Thin Chents (1) Gnline
&Y Linux Devices (0) DESKTOP-5QKION OOFDCSZBISEA  WINIO[x6d)  6O1OC ITIGE OF/11/2022 172430

Name b Status Detaile
s s eSO B e i e T s A be o SRS 6

Ly

Thin Clients _image Recavery
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5.1.2 Modifying the Citrix Installer to Prevent Client Auto-Update

This section will show you how to modify your existing 10ZiG Manager installer
package, so that it installs on your remote client and switches off “auto-update”.

We did this because we might not want our clients to auto-update to a software
level, that we haven’t tested yet and not ready to release into the “LIVE”
environment.

Editing an existing installer package

Inside the package manager, if we highlight and select the package in the list and
either double-click it or then click the “edit” pencil icon . Then we’ll be taken into
edit mode for the package. Inside here, we can add the parameter
/AutoUpdateCheck=manual to the end of the command line parameters fieldeand
then click OK to save the package.o

Manage Windows Client Updates

Windows Update Scﬂlngs

Windows Update Seftings
Carfigure appication inetallation or system update settings for Windows chents.

Updale Name
Hame Citriz-Workspace-App-Win 10-Inst aller
Updale Settings
Update file CitrizWorkspaceApp exe
Cammand line paramelens ile> seilent fAuloUpdateCheck
Coapy and emecute from lemp Falze
Reboal after execution Falze
'Wal for completion Tiue
Execulion Context
Citree-Warkspace-App-Win 1 0-Installer Execution level A local system account
Write Filler Oplions
Dizable EWF/LUW{F Befare Falze
Enabile EWFJWE After Falze
Windows Update Settings Cammi EWF After False

Corfigure application inetallation or system update settings for Windows clients. Reboat o Flush Falge

Update Name

Hame (Citrix-Workspace-App-Win 10-inst aller

Update Sellings

Update fle CitrixWorkspaceApp exe

Command line parameten update_file> felent fAuleUpdateChec)

Copy and exscuite from Lemp False

Reboal after execution False =

Wat for completion Tue Command line parameters

E"‘”“"’m = Wﬂ v . Specfies any commanddne swiiches ar parameters to e when launching the update.
o B Use: “cupdate_file>" to refer to the: path of the update file

Disable EWF/UWF Before Falee Far example: “msiex=c 4 cundate files /an®

Enable EWF/LIWF After Faise

Commit EWF After False

nddne 1 10 =8
Use "cupdate_file>" ta refer to the path of the update file
Far exarmole: “msiecsc /i cundate file jan”
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5.2Building the VMware Horizon Client installer

Inside the package manager, we need to click the “New Update Settings” icon and
we’ll be presented with the “Add Update” screen, where we need to click Next.

Then we need to create a name for our installer package, we’re calling this
something meaningful and using VMware-Horizon-Client-Win10-Installer. We click
Next to continue.

On the next screen, we click the 3 dotso next to the “Update File” field and
browse to our installer location, this will probably be in your local downloads folder

as shown here.o

Add Update Add Update Add Update

Windows Client Update Windows Client Updale Windows Client Update
Canfigure a new Windows cient update job Specty aname for the update configuration Spechy the update inetaller fle and./or command line options.

This wizard wil guide you through the creation of a new Viindows chent Update Fle:
update job |

Cliert update jobs provide a remole execution system 1o launch a variely Update Name: Command Line Parameters
of installabon.‘unnstaliation taske with optienal command Ine parameters. |WMa|eHuum{‘leﬂJ N1 betaler [

Supposed instaler packages inchude: Hote: An update name cannot contain any of the follwing characters
- Enecutables (*bat, * exe) B [ Copy and execiée from cal temp folder
- Miemeoit Packages [*.cab, “msl, “meu)
- PowerShed Scrots " pal) [ Watt for pmcess to complete befare refuming

- Regisiry Scripts (" reg)
- VBSerpts [* vbe) [ Rebost clent after exscation

Mot 5 b Cancel

Select Update File
4+ & » ThisPC » Downloads
Organize = Mew folder
& OneDrive

-

& OneDrive -

L e
-
Viware-H
3 3D Objects orizon-Clig

nt-5.5.4-14
B Deskiop 459119,exe

&8 This PC

= Documents
‘ Downloads

B obtuin

File name: | Whdware-Horizon-Client-5.5.4-184507 19 axe w | | Update Files (" bat:".cab;".exe™ ~

Select the VDI/Daa$S application installer and click Open.
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When we return to the installer file screen, we can now enter any command line
parameters that we would like to use during the installation on the Windows 10 loT
LTSC 2021 thin client. This is typically the installer name that we just selected from
the downloads folder, but we can use the name <update_file> if we wish.

Using the name <update_file>, is useful when you want to copy and install the
application to the local temp folder, as an option “tick box” below. This will copy the
VDI/DaaS installer to the “C:\Windows\Temp” folder in a new subfolder, created by
the Windows 10 OS. This VDI/DaasS installer will then be run from there.

In our example, we are going to set this to be the name <update_file> and also add
an additional /silent option, so that the deployment package will not interact with our
user when it is being installed. Once we're happy, we click Next

We're asked who we want to run the installer as, so we keep it “As Local system
account and click Nexte.

We’re now asked about write protection options. If we have UWF, Unified Write Filter
enabled on the devices, then we would tick these boxes, but we don’t, so we click
Nexte .

Add Update Add Update Add Update

Windows Client Updale Update Execution Context Write Protection
Specty the update instaler fie and/or command line opticns Specty whether the updale nune s the local eystem account or a user. Speciy the cptions for wiite prolection i enabled

Updat= Fie: Update Execition Level
C:\Lsersjasenh’ Dawnlads \VMware-Harizon Ciert-5 5.4-194691 | |, s local system account

[] Disabie EWF/IWF before execution {Requires inftial reboat)
[ Enable EWF/LUWF after mxecutuion (FRequines reboot )

Command Line Parameters:
aupdate_fles Jalent EWF Options [Only apples to Windows 7 and prior)

[ Copy and execute from kcal temp folder [ Commit EWF after execution
£#] Wat for process to complete before retuming [[] Reboct t flush EWF prorta execution
[ Reboot clent after axecution

ccBack | [ Mems < > << Back Nt 5> [:! Cancel

On the final creation screen, we click Finisho and our package will be created
and displayed in the package Iist.g

Add Update Manage Windows Client Updates

File
Windows Client Update i o o o o
Firigh L WMware-Horizan-Clert-Win 10- st sl

Click the “Finish ™ button fo confinue and save the new update

configuration to the database.

8

Vhtware-Herizon-Clisnt-Win10-Installer
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5.2.1 Deploying and installing the VMware Horizon Client via 10ZiG Manager

Inside 10ZiG Manager, we need to right-click on the client that we wish to deploy to,
select Windows client administration, Updates and then Execute update

RAM Last Responded

Templa.. System Drive

Platform Model Version  Temnplate

HNMGE 3TGB 0771172022 17:20:30

LR 10 (x64) 60100

Power on [WOL)

Take o
Add 5
Edit scheduled task...

duled task..

Wirite Protection »

Image management »

System 3

Windows client administration b | Local password..

Configuration * Autalogon settings...

Client Auternatic naming v [ Updates. v Manage updates...
TC Agent update 4 WMNC prompt on connect Execute update...
he Connect using RDP...

Generate report .. Processes

Delete System drive

Rename...

Refrech

Reregister

Properties

Next, we highlight the client in the list and click OK. (€))

We’re now asked to confirm that we want to run the update, so we click OK. o

Select the Update to Execute . .
Confirm Update Execution

5 Vware-Horizen Client-Win 1 -nstale

Whiwrare-Harizon-Client-Win10- nstaller’ on

e &re you sure you want ta run the update
DESKTOP-SQEKIQHN'T

Cancel
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In the “Thin Client Jobs” window, you'll see that the update is running on the client. g

10Zi6 Manager Console 2 a x

=
A Searcl - jatferm odel fersion  Template. lemnpla...  System Drive ast Responde:
Search (0) u A Plat: Model " Templ Templa... System D Last Responded
= ¥ Thin Clients (1) Online
W Linux Devices (0) DES DOEOCS2819 17168

Time Status Details

1172022539550 DESKIOR-SQEKIQN execute winaows clertupaste [N - ing Upste ‘ire-torizon-Client i O-nstaller on DESKTOR:SCENGN o

Thin Clents _Image Recowery

e Search (0) U.. Mame Platform Madel Vession  Template Templa.. System Drive Last Responded
Thin Clients (1} Online
o™ Linux Devices () SKTOP- SQEKION OOEDCSZBISEA  WIN 10 [xB4)  6010Q 3.71GB

Name o Staus

11/7/2022 53550 M DESKTOP-SQEKIGN Execute Windows client update  Succesded

Thin Clierts _mage Fecovery
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5.2.2 Modifying the VMware Horizon Installer to Prevent Client Auto-Update

This section will show you how to modify your existing 10ZiG Manager installer
package, so that it installs on your remote client and switches off “auto-update”.

We did this because we might not want our clients to auto-update to a software
level, that we haven’t tested yet and not ready to release into the “LIVE”
environment.

Editing an existing installer package

Inside the package manager, if we highlight and select the package in the list and
either double-click it or then click the “edit” pencil icon . Then we’ll be taken into
edit mode for the package. Inside here, we can add the parameter
AUTO_UPDATE_ENABLED=0 to the end of the command line parameters field 9
and then click OK to save the package.

Manage Windows Client Updates

‘Windows Update Settings

Windows Update Seltings
Corfigure appication insallation or system updaie s=ttings for Yindows clients

v  Update Name
Name Viware-Horizon-Client-Win 1 0Hnst aller
w  jpudate Settings
Update fie VMware-Horizon-Cliend-5.5 4-194659119
== fuilent AUTO UPDATE_ENABLED
Copy ard exeaide fram lemp Falg=
Rebaal sfter execution Fase
Wat for completion True
Execution Context
Esecitian evel Az ocal sydem acsount
Wrile Filter Oplions
Windaws Update Settings Dizable EWF/LUWF Bafare Falee
Windows Update Seftings Enable EWF/UWF Shter False

=
Corfigure appication installstion or sysiem upcate sstings for Windows cierts Commi EWF After False

Riebaot to flush Faee

Whiware-Harizan-Client-Win1(-installer

Command fne parameters aupdate_file> fsilent AUTO-UPDATE_H
Capy and exscute fram lemp False
Fiebaol after execution False

True

Command line parmmeters
Spechies amy commanddne switches or parameders fo use whien launching the update.
Disable EWF/UWF Before False Use "zupdate_file>" to reter bo the path of the update fil=

Eniable EWF/UWF Sher False For exarole. “meexee 4 cundale fies Jan”
Commi EWF After False

Command line poromelers
Specfies any commandine switches or parameters to use when launching the update.
Use "cupdate_file=" ta refer ta the path of the update file

For exavole. "meiexec 4 aodate fike: fan”
0K i Canced

Az local system acecunt
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5.3Building the Microsoft Remote Desktop Client installer

Inside the package manager, we need to click the “New Update Settings” icon and
we’ll be presented with the “Add Update” screen, where we need to click Next.

Then we need to create a name for our installer package, we're calling this
something meaningful and using RemoteDesktopClient-Win10-Installer. We click

Next to continue.

On the next screen, we click the 3 dotso

next to the “Update File” field and

browse to our installer location, this will probably be in your local downloads folder

as shown here.o

Add Updste Add Update Add Update

Windows Client Update
Specfy the Lpdate nstaler fle and,or command line cptions.

Windows Client Update
Canfigure a new Windows cient update job

Windows Client Update
Specidy a name for the update configuration.

o

This wizard wil guide you through the creation of a new Vilndows clent
update job

Cliert update jobs provide a remole execution system 1o launch a variely

of installabon.‘unnstaliation taske with optienal command Ine parameters.

Supported instaler packages inclide
- Executables ["bat, *.exe)
- Microsoft Packages [* cab, “msl, “meu)
- PowerShed Scrots " pal)
- Regisiry Scripts (" reg)

s {
- VBScripts [*.vbs)

Mot 5 b Cancel

Updste Name:

RemateDesktopCient-Viin 1 (Hnstaler

Mote- An update name cannot contan any of ihe falowing charcters

o

Usdate Fle:
|

Command Line Parameters:

[ Copy and execiée from cal temp folder
[ Wait for proceas to complete befare retuming
[ Aeboot clent after execution

Select Updare File

4 4 » ThisPC » Downloads
Organize = Mew folder

"
& OneDrive - Yesterday (4)

@ OneDrive - 10ZiG Technology

B This PC RemateDes
# 3D Objects ktep_1.2.35

T7.0_x64,
M Decktop ':. rn

=| Docurnents

* Dewnloads

LSV RE

File names | RemoteDesktop_1.2.3577.0_c64 msi «| | Update Files {*.bat;* cab;".exe*

Open {E‘l Caneel

Select the VDI/DaaS application installer and click Open.
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When we return to the installer file screen, we can now enter any command line
parameters that we would like to use during the installation on the Windows 10 loT
LTSC 2021 thin client. This is typically the installer name that we just selected from
the downloads folder, but we can use the name <update_file> if we wish.

Using the name <update_file>, is useful when you want to copy and install the
application to the local temp folder, as an option “tick box” below. This will copy the
VDI/DaaS installer to the “C:\Windows\Temp” folder in a new subfolder, created by
the Windows 10 OS. This VDI/DaasS installer will then be run from there.

In our example, we are going to set this to be msiexec /i <update_file> and also add
an additional /quiet option, so that the deployment package will not interact with our
user when it is being installed. Once we're happy, we click Next

We're asked who we want to run the installer as, so we keep it “As Local system
account and click Nexte.

We’re now asked about write protection options. If we have UWF, Unified Write Filter
enabled on the devices, then we would tick these boxes, but we don’t, so we click
Nexte .

Add Update 4 Add Updste Add Update

Windows Client Update Update Execution Context Write Protection
Specify the update inetaller fle and./or command line cptions. Speciy whether the update nune as the local system account or a user. Specfy the cplicns for wite protection if enabled

Update File: : Update Execution Level
€ \Users\jasonh'\Downloads' Remote Desidop_1.2 3577.0_x6dmsi | . A ———

[] Disable EWF/UWF before axecution (Requies initial reboat)
[ Enable EWF/LWF after mxecutuion (Requires reboat)

Command Line Parameters

meenes /A wpdate_fie: /guist | EWF Optiares {Only applies to Windaws 7 and prior

[ Copy and exscite from local temp folder [ Commit EWF after execution
[ Wast for prcess to complete befare retuming [ Rebact ta flush EWF peorta execution
[ Reboot ciert after exscution
<L | < > <L N > d

On the final creation screen, we click Finisho and our package will be created
and displayed in the package Iist.g

Manage Windows Client Updates
File

Add Update 42 5 IME G
25 RemotaDesktopClent Wi 10-natalier]
Windows Client Update

Firigh

Click the “Finish ™ button fo confinue and save the new update

configuration to the database.

8

©

RemoteDesktopClient-Win 10-Installer
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5.3.1 Deploying and installing the Microsoft Remote Desktop Client via 10ZiG
Manager

Inside 10ZiG Manager, we need to right-click on the client that we wish to deploy to,
select Windows client administration, Updates and then Execute update

Platform Model Version  Temnplate Templa... System Drive RAM Last Responded

Sl 10 (xb4) 20MGBE  3NGB 07711/2022 17-20:30

60100

Add scheduled bssk..
Edit scheduled task...
Wirite Protection »
Image management »
System 3
| Windows dient administration b | Local sdministrator pessword...
Canfiguration . Autelogon Settings...
Client Automatic naming v [ Updates.. v Manage updates...
TC Agent updste * WHNC prompt on connect Execute update...
o Connect using RDP...
Generate report .. -
Delete Systemn drive...
Rename...
Refrech
Reregister
Properties

Next, we highlight the client in the list and click OK.(E})

We’re now asked to confirm that we want to run the update, so we click OK. e

Select the Update to Execute .
> Confirm Update Execution

ATE Wou Sure you want to ren the update
RemoteDesktopClient-Win10-Installer on
DESKTOP-SQEKIINT

oK g Cangel
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In the “Thin Client Jobs” window, you'll see that the update is running on the client. g

10256 Menager Console

e Tooks Help
AME, B
o' Search (0) U.. Name Platform Model Version  Template Templa.. SystemDrive  RAM Last Responded
= @ Thin Cliznts (1) Oniine - Cloud C
.e Linusx Devices (1) OOEOCS2ET9E4  WIN 10 (x64) 60100 21.0.16 200468 3.716GB 11/11/2022 10:27:04

name Detalis

1171172022 112306 AM  DESKFOP-SQEKIQN Execute Windows dient update Running update ‘RemoteDesktopClient-Wint 0-installer on  DESKTOP-SQEKIGN -

Thin Clents _image Recovery

DESKTOP-5QEKION 2
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Support

If you require support for any of the information within this document,

please contact your region’s nearest Technical Support Center.

10ZiG Technology, Inc.

Headquarters USA (North America)

23309 N 17th Dr - Ste 100
Phoenix, AZ 85027

Phone 866-865-5250

support@10zig.com

sales@10zig.com

www.10zig.com

Headquarters UK (EMEA)
10ZiG Technology Limited

7 Highcliffe Road
Leicester
LE5 1TY

UK

Phone +44 (0)116 2148661

support@10zig.eu

sales@10zig.eu

www.10zig.eu
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